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BUSINESS SCREENING SERVICE USER AGREEMENT



THIS USER AGREEMENT (the "Agreement") is entered into on	, by and between the Virginia Department of State Police (hereinafter referred to as "VSP")
and 	, a Business screening service (hereinafter referred to as the “Account Holder”) as defined in § 19.2-392.16 of the Code of Virginia.

WHEREAS, pursuant to § 19.2-392.16 of the Code of Virginia, business screening services are required to register with VSP to receive orders of sealing and comply with certain obligations regarding the handling of criminal history records and traffic history records;

NOW, THEREFORE, in consideration of the mutual covenants and agreements herein contained, the parties agree as follows:

1. DEFINITIONS:

For this Agreement, the following terms shall have the meanings outlined in § 19.2-392.16 of the Code of Virginia:
1.1 "Business screening service" means a person engaged in the business of collecting, assembling, evaluating, or disseminating Virginia criminal history records or traffic history records on individuals. This term does not include any government entity or the news media.

1.2 "Criminal history record" means any information collected by a business screening service on individuals containing any personal identifying information, photograph, or other identifiable descriptions pertaining to an individual and any information regarding arrests, detentions, indictments, or other formal criminal charges, and any disposition arising therefrom, including acquittal, sentencing, correctional supervision, or release.

1.3 "Delete" means that a criminal history record shall not be disseminated in any manner, except to any entity authorized to receive and use such information pursuant to § 19.2-392.13 and pursuant to the rules and regulations adopted pursuant to § 9.1-128 and the procedures adopted pursuant to § 9.1-134, but may be retained to resolve any disputes relating to this section, the accuracy of the record consistent with the federal Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq., or the Gramm-Leach-Bliley Act, 15 U.S.C. § 6801 et seq.

1.4 “Sealed possession of marijuana record” means any criminal or civil offense that concluded with any final disposition as a charge or conviction of former § 18.2-250.1 which has been sealed without the entry of a court order pursuant to § 19.2-392.6:1.

1.5	"Sealed record" means a Virginia criminal history record or a traffic history record that has been sealed pursuant to § 19.2-392.7, 19.2-392.8, 19.2-392.10, 19.2-392.11, or 19.2-392.12, 19.2-392.12:1 or 19.2-392.17.

1.6 "Traffic history record" means any information collected by a business screening service on individuals containing any personal identifying information, photograph, or other identifiable descriptions pertaining to an individual and any information regarding arrests, detentions, indictments, or other formal traffic infraction charges, and any disposition arising therefrom.
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2. REGISTRATION AND LICENSING

2.1 The Account Holder hereby registers with VSP to electronically receive notifications of the orders of sealing provided by VSP pursuant to § 19.2-392.7, 19.2-392.8, 19.2-392.10, 19.2-392.11, and 19.2-392.12 and 19.2-392.12:1.

2.2 The Account Holder agrees to pay an annual licensing fee to VSP for accessing such information. VSP shall determine the fee, which will be used to cover the cost of providing such records pursuant to
§19.2-392.16(C).

2.3 The Account Holder acknowledges that failure to register as required and disseminating criminal history records or traffic history records in the Commonwealth may be subject to suit by any person injured by such dissemination and enforcement actions by the Attorney General as outlined in § 19.2-392.16(H) and (K).

2.4 [image: ]By executing this Agreement and establishing an account, the Account Holder certifies that it possesses the requisite systems and mechanisms to receive and process seal orders from VSP. These seal orders will be transmitted in a pipe-delimited format from VSP’s information system, and the Account Holder affirms its capability to timely integrate and manage these sealing records in accordance with statutory obligations.

2.5 The annual licensing fee for access to sealing order information under this Agreement is Thirty Thousand dollars (US
$30,000) per year.
2.6 The Account Holder's registration with VSP is subject to annual renewal on or before the anniversary date of the account's initial activation. It is the responsibility of the Account Holder to ensure timely renewal by submitting the required fees as determined by VSP.
2.7 Failure to renew the account by the specified renewal date will result in the immediate suspension of access to sealing orders provided by VSP. The Account Holder will be unable to access or receive any new sealing orders until the renewal process is completed and all outstanding fees are paid.

2.8 The Account Holder, 	, hereby certifies its identity as a business screening service as defined in § 19.2-392.16 of the Code of Virginia. The Account Holder further certifies that the purpose for requesting access to criminal history record and traffic history record information is solely for the business of collecting, assembling, evaluating, or disseminating Virginia criminal history records or traffic history records on individuals, as permitted under § 19.2-392.16. The Account Holder further certifies that such information will not be used for any purpose other than the purpose specified herein.
2.9 The Account Holder hereby consents to and authorizes VSP to publish certain information about the Account Holder on VSP's public website, in accordance with § 19.2-392.16 of the Code of Virginia.
a) The Account Holder acknowledges and agrees that the published information shall include, but is not limited to:
i. The legal business name of the Account Holder
ii. The date of initial registration with VSP
iii. The expiration date of the current registration, if applicable
iv. The business address of the Account Holder
v. The current status of the Account Holder's registration (e.g., active, closed)

b) The Account Holder warrants that all information provided to VSP for this purpose is accurate and current.

c) The Account Holder understands and agrees that this published information serves the public interest by allowing individuals and entities to verify the legitimacy and current status of licensed business screening services in the Commonwealth of Virginia.
d) The Account Holder acknowledges that this consent is a material condition of this Agreement and is necessary for compliance with § 19.2-392.16 of the Code of Virginia.

e) The Account Holder waives any claim against VSP for damages arising from the publication of this information, provided that such publication is made in good faith and in accordance with this Agreement and applicable law.
f) This consent shall remain in effect for the duration of the Account Holder's registration with VSP and for any period thereafter as required by law or regulation.

g) The Account Holder acknowledges that failure to consent to this publication shall result in the denial or revocation of their registration as a Business screening service with VSP.
3. CONFIDENTIALITY AND USE OF INFORMATION

3.1 The Account Holder shall maintain the confidentiality of the electronic notifications of all orders of sealing received from VSP and all information contained therein. Such notifications and orders shall not be disseminated or resold.

3.2 The Account Holder shall use the electronic notifications of the orders of sealing for the sole purpose of deleting criminal history records that have been sealed.

3.3 The Account Holder shall delete the electronic notifications of the sealing orders after deleting the information contained in such orders from sealed records, except as necessary to resolve any disputes relating to this section, the accuracy of the record consistent with the federal Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq., or the Gramm-Leach-Bliley Act, 15 U.S.C. § 6801 et seq.

3.4 The Account Holder shall implement robust data security measures to protect orders of sealing and related information from unauthorized access, use, or disclosure. These measures shall include encryption, access controls, and regular security assessments.

3.5 In the event of a data breach or unauthorized access to sealed records, the Account Holder shall notify VSP immediately upon discovery. The notification shall include details of the breach, measures taken to mitigate its effects, and steps implemented to prevent future occurrences.
3.6 VSP will provide notifications to the Account Holder when sealing orders are available for review. The Account Holder shall promptly acknowledge receipt of these notifications.

a) The Account Holder acknowledges that viewing or downloading the seal order information provided by VSP is deemed as an acknowledgment of receipt. This acknowledgment fulfills the requirement outlined in § 19.2-392.16 of the Code of Virginia for Business screening services to acknowledge receipt of all electronic copies of sealing orders provided by VSP.

b) The Account Holder is responsible for implementing internal procedures to ensure timely acknowledgment of all notifications.

c) Continued failure to acknowledge notifications following a temporary suspension shall result in revocation of the Account Holder's access to sealing order information and suspension of the BSS account.

d) VSP reserves the right to determine what constitutes a pattern of non-acknowledgment and to take appropriate action as outlined above.

e) The Account Holder acknowledges that prompt acknowledgment of sealing order notifications is crucial for maintaining the integrity and effectiveness of the sealing order process.

3.7 The Account Holder shall designate at least one (1) specific employee, but no more than five (5) employees, who will be authorized to access the Seal Order Notification Portal for the purpose of accessing and downloading seal order information provided by VSP. The Account Holder agrees to the following conditions:

a) The Account Holder shall provide VSP with a list of no more than five (5) designated employees who require access to the Seal Order Notification Portal. This list shall be kept current, and the Account Holder shall promptly notify VSP of any changes to authorized personnel.

b) On a quarterly basis, the Account Holder will receive an email from VSP with an attached list of employees who currently have access to the Portal. The Account Primary Contact shall follow the instructions on the email to confirm that the current employee list is accurate or follow the procedures provided to add, modify or remove employee access as needed.

c) Each designated employee shall be provided with unique access credentials for the Seal Order Notification Portal.

d) Access credentials, including but not limited to usernames and passwords, shall not be shared between different users, different locations, or businesses of the Account Holder's organization.

e) A designated employee who does not access the Seal Order Notification Portal for ninety (90) days will have their access automatically removed.

f) The Account Holder shall implement and maintain internal policies and procedures to ensure the confidentiality and proper use of access credentials.

g) [image: ]The Account Holder acknowledges that any sharing of access credentials between users, locations, or other businesses will be deemed a violation of this Agreement.

h) Violation of these credential usage terms shall result in immediate revocation of access to seal order information and suspension of the BSS account, at the sole discretion of VSP.

i) The Account Holder shall be responsible for all activities that occur under their designated users' credentials and shall immediately notify VSP of any unauthorized use or security breaches.

j) The Account Holder understands and agrees that compliance with these terms is essential for maintaining the security and integrity of the seal order information system.
4. RECORD MANAGEMENT AND DISSEMINATION

4.1 If the Account Holder knows that a criminal history record or a traffic history record has been sealed or is a sealed possession of marijuana record, regardless of the source of the record, the Account Holder shall promptly delete the record.

4.2 When disseminating a criminal history record or a traffic history record, the Account Holder shall include the date when the Account Holder collected the record and a notice that the information may include records that have been sealed since that date.

4.3 The Account Holder shall implement and follow reasonable procedures to ensure that it does not maintain or sell criminal history records or traffic history records that are inaccurate or incomplete.

4.4 The Account Holder acknowledges that there may be a time delay between when a record is sealed by the
Office of the Executive Secretary (OES), and when the sealing information becomes available in the Seal Order Notification Portal. VSP shall make reasonable efforts to minimize this processing delay and to provide sealed record
information to Account Holders as promptly as possible.

a) The Account Holder shall implement a process to check for updates in the Seal Order Notification Portal daily before disseminating any criminal history or traffic history records.

b) If the Account Holder disseminates information that was sealed during this processing delay period, and provided that the Account Holder can demonstrate that:
I. The dissemination occurred before the sealing information was made available in the Seal Order Notification Portal, and
II. The Account Holder had reviewed the Seal Order Notification Portal for new notifications within the 24 hours preceding the dissemination, 

The Account Holder shall not be held in violation of this Agreement for such dissemination.

c) Upon becoming aware that sealed information has been disseminated, whether through notification from VSP or by any other means, the Account Holder shall immediately take all necessary steps to delete the sealed record and notify any recipients of the sealed information about the sealing status.

d) The Account Holder remains responsible for promptly deleting sealed records once the sealing information becomes available in the Seal Order Notification Portal.

e) This provision does not relieve the Account Holder of its obligation to maintain accurate and up-to-date records or to implement reasonable procedures to ensure compliance with § 19.2-392.16 of the Code of Virginia.
5. DISPUTE RESOLUTION AND RECORD CORRECTION

5.1 If the completeness or accuracy of a criminal history record or traffic history record maintained by the Account Holder is disputed by the individual who is the subject of the record, the Account Holder shall, without charge, investigate the disputed record.
5.2 [image: ]If, upon investigation, the Account Holder determines that the record does not accurately reflect the content of the official record, the Account Holder shall correct the disputed record to accurately reflect the content of the official record.

5.3 If the disputed record is found to have been sealed pursuant to § 19.2-392.6:1, 19.2-392.7, 19.2-392.8, 19.2-392.10, 19.2-392.11, 19.2-392.12, 19.2-392.12:1 or 19.2-392.17, the Account Holder shall promptly delete the record.

5.4 The Account Holder may terminate an investigation of a disputed record if it reasonably determines that the dispute is frivolous, which may be based on the failure of the subject of the record to provide sufficient information to investigate the disputed record.

    5.5 Upon making a determination that the dispute is frivolous, the Account Holder shall inform the subject of the record of the specific reasons why it has determined that the dispute is frivolous and shall provide a description of any information required to investigate the disputed record. 

	5.6	The Account Holder shall notify the subject of the disputed record of the correction or deletion of the record or of the termination or completion of the investigation related to the record within 30 days of receiving notice of the dispute.
6. INDIVIDUAL ACCESS TO RECORDS

6.1 The Account Holder shall implement procedures for individuals to submit a request to obtain their own criminal history record and traffic history record information maintained by the Account Holder and any other information that may be sold to another entity by the Account Holder regarding the individual.
7. LIABILITY AND PENALTIES

7.1 The Account Holder acknowledges that violation of § 19.2-392.16 shall result in liability to the person who is the subject of the criminal history record or traffic history record for a penalty of $1,000 or actual damages caused by the violation, whichever is greater, plus costs and reasonable attorney fees.

7.2 The Account Holder may make a cure offer in writing within 10 days of service of any suit by an individual, as described in § 19.2-392.16(G).

7.3 The Account Holder acknowledges that the Attorney General of Virginia may file a civil action to enforce § 19.2-392.16, which may result a civil penalty of not more than $2,500 per violation for willful violations, plus costs and reasonable expenses incurred by the state in investigating and preparing the case, not to exceed $1,000 per violation, and attorney fees.

7.4	The Account Holder acknowledges that prima facie evidence of a willful violation may be shown when the Attorney General notifies the alleged violator by certified mail that an act or practice is a violation of § 19.2-392.16 and the alleged violator, after receipt of said notice, continues to engage in the act or practice. 
7.4 The Account Holder agrees to indemnify, defend, and hold harmless VSP, its officers, agents, and employees from any and all claims, damages, losses, liabilities, costs, and expenses (including reasonable attorney fees) arising out of or resulting from any breach of this Agreement or violation of applicable laws by the Account Holder or its agents.
8.1 The Account Holder, by disseminating criminal history records or traffic history records in the Commonwealth of Virginia, consents to service of process in the Commonwealth of Virginia and to the jurisdiction of courts of the Commonwealth of Virginia for actions involving a violation of § 19.2-392.16 or for the recovery of remedies under this section.8. JURISDICTION AND SERVICE OF PROCESS

9. COMPLIANCE WITH FEDERAL LAW

9.1 If the Account Holder is a consumer reporting agency and is in compliance with the applicable provisions of the federal Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq., or the Gramm-Leach-Bliley Act, 15 U.S.C. § 6801 et seq., it shall be considered to be in compliance with the comparable provisions of § 19.2-392.16.

9.2 The Account Holder acknowledges that it is subject to state remedies under § 19.2-392.16 if its actions would violate that statute and federal law.
10. TERMINATION AND REFUNDS

10.1 VSP shall immediately suspend or terminate the Account Holder's access to sealing information for any violation of this Agreement or applicable laws and regulations.

10.2 In the event of termination of the Business screening service account, whether initiated by the Account Holder or by VSP due to a breach of contract, no prorated refunds shall be issued for any portion of the licensing fee paid.
11. GOVERNING LAW

11.1 This Agreement shall be governed by and construed in accordance with the laws of the Commonwealth of Virginia, including but not limited to § 19.2-392.16 of the Code of Virginia.
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12. ACCOUNT HOLDER INFORMATION

Business/Agency Name: 	

Billing Account Name: _____________________________________________________________  

Agency Type: 		Tax ID: 	

ORI (If the agency has one): 	

Agency Phone Number: 	

Agency Email Address: 	

Account Primary Contact Details: (This would be the individual responsible for receiving seal order information alerts, accessing, and downloading the seal order information)

	Account Primary Contact Details: (This would be the primary individual responsible for receiving seal order notification alerts, accessing, and downloading the seal order information)

	First Name:

	Last Name:

	Middle Name:

	Title:




	Account Billing Contact Details: (This would be the individual responsible for managing the invoices for the Business screening services account, i.e., annual licensing fee payments)

	First Name:
	Title:

	Last Name:
	Email Address:

	Middle Name:
	




	


Agency Mailing Address:
	

	
	





	City:

	
	
	State:

	
	
	Zip Code:




Is your physical address the same as your mailing address? 	 (If you select No, please enter the agency’s physical address below.)

	


Agency Physical Address:
	

	
	




	City:

	
	
	State:

	
	
	Zip Code:



Is your billing address the same as your mailing address? 	 (If you select No, please enter the agency’s billing address below.)

	


Agency Billing Address:
	

	
	
	City:

	
	
	State:

	
	
	Zip Code:




This agreement becomes effective on 	 between VSP and


the Account Holder, 	.
                            (*Name of Agency)

IN WITNESS WHEREOF, the parties hereto caused this agreement to be executed by representatives with authority to make such agreements.


AUTHORIZED AGENT SIGNATURE: 		DATE: 	
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DIVISION COMMANDER: 	

(CRIMINAL JUSTICE INFORMATION SERVICES)

DATE: 	

Contact Information:

Virginia State Police
Central Criminal Records Exchange
Support Desk Phone & Email Info TBD
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